“In the second half
of 2008, 70 percent
of the top 100 sites

either hosted malicious

content or contained a
masked redirect to an

illegitimate Web site”
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Security for the New Web

Web 2.0 is profoundly changing the way we work and interact. More than 90 of
the top 100 Web sites are categorised as social networking or search sites,
supporting dynamic or user-generated content. Many organisations are
embracing the Web as a business platform, but Web 2.0 technologies, such

as blogs, wikis, social networking sites, and RSS feeds render traditional
secyrity technologies such as antivirus, Web reputation, and basic URL filtering
ineffective.

Web 2.0 can yield enormous banefits for organisations, including improving
customer intimacy and satisfaction, and building a competitive advantage.
Web 2.0, however, also bears new risks—to security, to productivity, and to
legal liability. Nevertheless, organisations can significantly benefit from Web
2.0 technologies and whether they like it or not, their employees are using
these new tools and Web-based applications under the radar of IT and network
security teams.

The Websense® VIOQO0™ Web Security Gateway appliance platform is the industry’s
most accurate and effective solution for Web 2.0 content contral and threat
protection, enabling organisations to accelerate business without having to warry
about security, productivity, and liability threats such as malicious and inappropriate
content and data loss. Utilising a hardened operating system optimised for
analysing Web traffic and content, the Websense V10000 meets the
performance reguirements of high-throughput enterprise networks.

The Websense V10000 provides lower cost of awnership by minimising the
amaount of hardware reguirad to deploy and manage a secure Web gateway,
and delivering unparalleled price performance. The Websense V10000 helps
crganisations reduce capital and ocperating costs, including space, power,
management, and maintenance,

The Webhsense V10000 appliance platform offers:

« isibility and control over dynamic Web content and outhound data loss,
including SSL encrypted traffic

» Protection against Web 2.0 threats such as dynamic scripts

+ Advanced application contrals fior IM, P2R, and more

+ Leading price and performance

+ Easy-to-use, centralised management and reporting

+ Integrated Web proxy and caching

s Built-in extensibility for future-proofed security
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Protection against Dynamic Web 2.0 Threats

Today's Web is rich with dynamic content. Real-time content scanning is the only
way to effectively control dynamic Web threats that are designed to circumvent
traditional security methods. The Websense V10000 Web Security Gateway
appliance uses more than 1800 proprietary analytic engines developed by the
Websense Security Labs to analyse Web content as it is requested by an end-
user. This advanced control augments the use of multiple security technigues
included with the gateway, including antivirus, Websense Web antivirus, Web
reputation analysis, behavioral analysis, and Web filtering using the Websense
market-leading URL database. This advanced protection from Websense provides
the most coverage and the greatest accuracy, enabling customers to securely
leverage the benefits of Web 2.0,






